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Our Mission
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The OSINT Landscape
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The Changing Face of OSINT

• Explosion of digital footprints everywhere

• Increasing restrictions on “traditional” OSINT sources

• New opportunities in overlooked or hidden data layers

• OSINT is no longer about what data exists, but where and how it leaks
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OSINT Beyond the Surface
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Under the Surface

Public APIs – intended access

Shadow APIs – forgotten, undocumented, legacy

Misconfigured APIs – poor auth, excessive exposure
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From Endpoints to Intelligence



Let’s start with some techniques…
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Sign Up
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Osint_Swiss

osint_ch@osswiss.com

SecretPassword123

SecretPassword123

Sign Up
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Osint_Swiss

osint_ch@osswiss.com

SecretPassword123

SecretPassword123

Username 
already 
exists

Email 
already 
registered

Sign Up



Password Reset
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Reset link send to os****ch@os*****.ch



Password Reset - PayPal
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Password Reset – Combining Disclosed Digits 
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LinkedIn – Post Date
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LinkedIn – Post Date
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To binary

41 “left-most” bits To decimal

Parse as Unix Timestamp

10 months ago



LinkedIn – Picture Date
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LinkedIn – Picture Date
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Right click on picture 
and Save as …

Copy filename…
Parse filename as Unix 
Timestamp



LinkedIn – Identify Date of Scheduled Post
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Post published Picture uploaded



LinkedIn - Metadata
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Images sent in LinkedIn 
messages… … contain the original metadata
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OSINT Tools – Reverse Engineering APIs
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https://github.com/torvalds/1590A/commit/245f7595e13c3b63c09
32ca9b03752df6ab3114
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https://github.com/torvalds/1590A/commit/245f7595e13c3b63c09
32ca9b03752df6ab3114.patch
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A few abuse cases…
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Real-time data on: usps.com/?users=*
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API: /partnercdkeys/assignkeys/



Remediations

• Privacy-aware when posting and developing

• Stripping metadata out of files uploaded

• Carefully review privacy settings in all apps

• Different usernames

• Aliases for emails
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www.osintswitzerland.ch

@osint-switzerland

@OsintSwiss

info@osintswitzerland.ch

Thank You

@osintswitzerland.bksy.social
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