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Which photo was generated by AI?

DEEP FAKE DEEP FAKE DEEP FAKE

Source: https://thispersondoesnotexist.com
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Business Email Compromise (BEC) Scams
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How to spot an imposter? 

© Terminator2 - Tri-Star Pictures

What's the dog’s name?
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Virtual - Virtual Meeting

☺ Better to understand a little than to misunderstand a lot. 
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Different Generation Methods

Partial 
e.g. Face Swap

Pre-
Generated 

Real Time
e.g. to interact

Full Fake 
e.g. Twitter Ad

☺ Parallel lines have so much in common. It’s a shame they’ll never meet.
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Deepfake Crypto Scam videos
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SCAM!

☺Why does your serverless app return “Internal server error”? 
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DeepFake Sextortion Scams 

More and more “nudify” apps with GenAI

I  will send these to as many of your family and
Friends on Facebook as possible, and as many of 
your LinkedIn contacts as I have email addresses

You have 12 hours to send 0.05 BTC to this

☺ Smartphones are pacifiers for adults. 
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Romance with Brad Pitt costs €830’000

Source: X.com

☺ I told my wife she should embrace her mistakes. She gave me a hug
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Don’t mock the victim!

“Four films to see with 
Brad Pitt (really) for free”

Netflix France

“Hi Anne, Brad told us he 
would be at the stadium on 
Wednesday... and you?”

Toulouse FC
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Dis-information campaign examples

Corporate
Stock drop
e.g. CEO dead

Insurance
Fraud
e.g. car repair

Imposter
e.g. son in 
trouble scams

Deception
e.g. political 
elections / 
surrendering  

☺ Team work is important; it helps to put the blame on someone else.
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DeepFake as-a-service offers

OnlyFakes & Co. on TOR and Telegram
e.g. for Login or KYC bypass for crypto currency exchanges

US$5 per image to US$500 per minute of video

• Fully synthetic ID → fake account

• Photo → Fake ID card (sign-up KYC)
• Passport → selfie with ID (account verification)

☺My password has been hacked. Now I have to rename the cat.
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Many Different Scams

BEC / 
CEO Fraud

Dis-
information

Corporate
Fraud

Deep Fake
Porn

Imposter
Scams

Auth 
Bypass

☺ I've had amnesia as long as I can remember.
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Seeing is no longer believing

Picture,  or  it didn’t happen
and

☺ I love the F5 key. It´s just so refreshing.
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How many Fingers?

© Wuest 2025
secure email your way
with less effort ☺ Artificial intelligence is no match for natural stupidity.
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Fake the DeepFake

Source: nadjabuttendorf24.com

☺ The early bird might get the worm, but the second mouse gets the cheese.
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The glass is half full (with AI)
A full wineglass? Watch at 6 pm?

☺ I’m not messy. I’m organizationally challenged! 
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Cat and Mouse Game

© Wuest 2025
secure email your way
with less effort ☺ Sometimes you succeed and other times you learn. 
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DeepFake Mitigation Methods

DeepFake
Detection
e.g. AI vs. AI

Fact Check
e.g. external 
validators

Process 
changes
e.g.limit actions
ID verification

Source 
Signing
e.g. watermark

☺ If time is money are ATM's time machines?
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WasitAI.com PNG→JPG

☺ Improve your memory by doing unforgettable things.
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Other Types of AI Attacks

AI Pentest Attacking AIAI Phishing AI Malware

☺ I can totally keep secrets. It's the people I tell them to that can't
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Additional AI Threats on the Horizon

Today

• Social media bots
• Personalized phishing
• Malware creation
• Auto pentesting
• Prompt injections

Soon

• Hijack the AI itself
• Auto AI-attack agents
• Extract AI models
• Large data poisoning 
• AI-driven insiders

Future

• Mass real-time fakes
• Personalized malware
• Auto evasion bots
• Misinformation farms
• AI vs. AI fights

© Wuest 2025
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with less effort ☺What happens if you get scared half to death twice?
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Prepare yourself

AI Powered
Attacks

Defense 
with AI

☺ Relax, its only ONES and ZEROS!
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Conclusion

1.

2.

3.

4.

secure email your way
with less effort

5.

DeepFakes boost Social Engineering

Detection is a cat & mouse game

People are not fully aware of the risks

Erosion of Trust

Use AI to protect efficiently

☺ There are two rules for success: 1) Don't tell all you know.



Get the slides

My LinkedIn

Thank you
for your attention!

Candid Wüest
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