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Who we are 

CertX AG is the First Swiss Certification Body for Functional Safety, 
Cyber Security and AI accredited by Swiss Accreditation Service 
(SAS)

CertX Solutions is a consultancy company supporting customers
to design, implement and maintain best security, safety and AI 
practices for reaching compliance with regulatory framework and 
State-of-the-Art references

Our ecosystem

Kilian Marty 

CEO | Cyber security consultant at CertX Solutions SA

Kilian.marty@certx.com



How we are supporting our customers
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Successful customer case



Automotive threat landscape – WHAT 



Automotive threat landscape – WHY 

▪ COMPLEXITY – Modern cars feature around 
150 million lines of code, which is expected 
to triple by 2030, In comparison, a passenger 
aircraft contains about 15 million lines of 
code [src: McKinsey & Co]

▪ CONNECTIVITY – A connected vehicle would 
generate and consume up to 40 terabytes of 
data every eight hours of driving

▪ VEHICLE ENVIRONMENT – Today’ vehicles
are computer-based systems vulnerable to 
cyber attacks… and not only targeting
vehicle itself !

▪ ATTACKER INTEREST – Cybercrime, including 
automotive-targeted initiatives, is more 
“profitable” than global illegal drug trade, 
with a projection of ≈ $10 trillion for 2024 
versus $600 billion [src: UNODC & Forbes]

Simplified onboard architecture



Automotive cyber security compliance – HOW 

▪ UN ECE R155 – Enforcement timeline

▪ Official release: June 25, 2020

▪ Applicable to all new type-approved vehicle: July 1, 2022

▪ Applicable to all type-approved vehicle: July 1, 2024

▪ Requirements related to CSMS (Cyber Security Management 
System) - to be considered as a foundation / prerequisite for VTA 
(Vehicle Type Approval) applications

▪ Requirements related to Vehicle Types – to be considered per 
project / program / model

▪ Approval methods – documentation assessment & security testing 
or witnessing (using risk based sampling)

▪ Parallel stream specifying legally binding requirements for 
Software Update Management System (SUMS) under UN ECE R156



Automotive cyber security – Key domains

CSMS

Supply chain management

Security culture

Secure Development Lifecycle

Secure manufacturing

Vulnerability & Incident mgmt

Forensics capability

Development phase Production phase Post-production phase

Security monitoring

Reporting to authorities



Automotive cyber security – Key principles

▪ Holistic approach – Technology, Process and People

▪ Risk-based approach – Target a reasonably secure posture

▪ Defense in depth – Multiply your protection barriers

▪ Security-by-design – Integrate cyber security as a foundational pillar 

of your organization and services/products

▪ Be proactive AND reactive – Assess and design, then monitor, 

reassess and react

▪ Think “collaboratively” – Information sharing is key

Confidentiality

Integrity

Authentication

Availability

Update cap.

Logging cap.



Automotive cyber security – Key measures

Using risk-based argumentations, secure technologies, components and architecture are implemented, incl.

Secure boot & Firmware integrity Secure E/E architecture & beyondHSM – Hardware Security ModuleSecure in-vehicle communication

IDPS – Intrusion Detect./Prevent. System OTA Update – Over-The-Air UpdateVSOC – Vehicle Security Operation Center
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UN ECE R155 – What is «good enough» ?

Threats to vehicles regarding their 
communication channels

Vehicle interface / communication spoofing, tampering, injections, 
MitM, replay, DoS…

Threats to vehicles regarding their update 
procedures

Update procedure compromission, Update package alteration, DoS...

Threats to vehicles regarding unintended  
human actions facilitating a cyber attack

Social engineering practices, security procedure not followed by 
operators/users…

Threats regarding back-end servers related to 
vehicles in the field

Backend servers weaknesses, connected services disruptions, cloud 
data breach…

Threats to vehicle data/code
In-vehicle compromissions incl. PII, Identity fraud, integrity 
compromissions, unauthorized data modification / deletion…

Threats to vehicles regarding their external 
connectivity and connections

Compromised hosted 3rd party SW, Exploit on diag or using infected 
media…

Potential vulnerabilities that could be exploited 
if not sufficiently protected or hardened

Lack of hardening…

UN ECE R155 [Annex 5] is giving a mandatory baseline of threats to be considered, and risks to be minimized
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Automotive cyber security – compliance journey

Vehicle ManufacturersItem Suppliers
Type Approval

Authorities

CSMS Implementation: Establish product
security policies and processes
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CSMS certification: Audit compliance of 
security process framework / CSMS

Vehicle type development: Apply CSMS 
processes to car program

Supply chain alignment: audit supplier 
capability and ensure product security

VTA evaluation: 
- Phase 1: Audit conformity of vehicle

type (work products assessment)
- Phase 2: Test witnessing targeting

security measures & controls

Supply chain alignment: Maintain regular
exchanges with suppliers (events, vuln…)

Provisions reporting: Report relevant 
information & get feedback

Performed
once, then

maintained

Performed
once per 

vehicle type, 
then

maintained

Performed
regularly

(once a year a 
least)CSMS surveillance / re certification: 

Audit maintenance of CSMS processes



Automotive cyber security across supply chain

Vehicle Type 
Approval
Authority

ISO/SAE 21434 & ISO 24089 – Organizational capability, processes and environment

ISO/SAE 21434 & ISO 24089 – Product security & SW update compliance

UN ECE R155 & R156 – CSMS & SUMS CoC

UN ECE R155 & R156 – Vehicle Type Approval

Annual reporting
& surveillance

Tier-1
System 
supplier

Tier-2
Component 

supplier

Tier-3
Part/HW/SW 

supplier

Management systems, processes and 
products independently evaluated & 

certified by Certification Body

Management systems, processes and 
products evaluated & certified by 

Qualified Technical Services

Tier-0
OEM



Connected mobility trends – C-ITS & automation

▪ Automated vehicles are coming, and with them stringent
requirements and expectations about connected road 
infrastructure (C-ITS)

▪ Additional data are required to feed detection, localization
and path planning algorithms

▪ New cyber security compliance scheme also exist on 
integrator and operator level
▪ NIS2 directive to be transposed by all EU countries

▪ &           are participating to Swiss founded research
projects aiming to anticipate cyber risks raised by such
upcoming mobility systems – ASTRA-MB4



And the same trend is going beyond roads !

«Machinery»
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Key takeaways

Rapidly evolving threat
landscape

Newly established cyber 
security compliance scheme

Cyber security is a continuous
process

Horizontal & industry-specific
State-of-the-Art references

Product / Vehicle cyber security
shall be considered «by-design»

For any further
advices, please
do not hesitate

to ping us
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Thx, any questions ?
Kilian.marty@certx.com



The information contained in this presentation is the property of CertX Solutions AG. 

This presentation and extracts thereof may only be duplicated or forwarded to third parties following explicit written
approval by CertX Solutions AG.

All product names used in this documentation are trademarks or otherwise protected by law, even if not specifically
indicated.

© 2024 by CertX Solutions AG.
Passage Du Cardinal 5
1700 Fribourg, Switzerland

www.certx-solutions.com

All rights reserved.
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