
Exploiting Bluetooth
From your car to the bank account





Cars are complex
 

• Typically 100-200M LOC1

• Includes QNX, Android Automotive OS, AGL with libraries for interfaces (Bluetooth, WiFi, 
GPS, Cellular, UWB)

1. https://www.statista.com/statistics/1370978/automotive-software-average-lines-of-codes-per-vehicle-globally/ 

https://www.statista.com/statistics/1370978/automotive-software-average-lines-of-codes-per-vehicle-globally/
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Responsibly reported to Skoda Auto Bug Bounty program - https://app.intigriti.com/programs/skodaauto/skodaautoprivatebugbountyprogram/detail 

https://app.intigriti.com/programs/skodaauto/skodaautoprivatebugbountyprogram/detail


Focus

Implementation-specific

• IoT hacking* (components)

• Reverse Engineering

• DAST/SAST

Pros: Higher Impact* (RCE)

Cons: Lower exposure* (Firmware 
specific)

Protocol-specific

• Specification review

• Studying protocol attacks

• Reengineering known vulnerabilities

Pros: Higher exposure (standard functionality)

Cons: Medium-High impact (depends on the 
protocol)

Remote

• Web, UWB, Bluetooth, WiFi, Cellular, 
GPS, …

Local

• USB, OBD-II, pivoting attacks from 1 
component to another, …
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Why Examine Bluetooth in Cars?
 

1. https://www.thedrive.com/guides-and-gear/how-many-cars-are-there-in-the-world 2. https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8588186/ 

• 1 billion cars have Bluetooth (typically BT Classic) 1,2

• 87% of new cars have BT2

• Rich functionality

• Can’t procure your car without it

• Noone has done it before

https://www.thedrive.com/guides-and-gear/how-many-cars-are-there-in-the-world
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8588186/


whoami

• Vladyslav
• Bug Bounty hunter - known as yso, schwytz and en_de_ru_cn

• Focus areas include:

− Penetration testing & security research from web to 
E-Voting and OS

− Development/SE of tools & systems

• OSCP, BSCP .. CRTO & CRTO2 in progress

• Spoke at some confs like DEFCON, Area41 and others.

• Bluetooth project was done with Cyber Defence Campus, ETH 
Zurich and afterwards on my own



Bluetooth and Vulnerability 
Testing Framework



II - Bluetooth - Shared responsibility 
 
• Short-range wireless comm. Standard

• Complexity due to shared responsibility

− errors

− misunderstandings

• We are going to talk only about 
Bluetooth Classic

• Transport + Functionality



Bluetooth Classic or BLE in Vehicles

• In cars: 

− BLE supported only in a few cars Honda HFT, Toyota Corolla 2023, Tesla 
Model Y, Audi E-tron, …

− BLE is generally supported on a Controller level but not on Host

− In future, this might change

■ Bluetooth 6.0 new secure positioning* features (think keys)

■ Other use-cases or supported by OS by default.

• Bluetooth Classic is dominant in cars, e.g. there are specific profiles that are in 
the “Car Kit”.

• It’s easier to develop custom profiles for BLE than for BC (Bluetooth Classic

• MAYBE ADD a bit more differentiation?



II - Bluetooth Profiles
 
• HFP

− making calls
• A2DP

− Transferring audio
• PBAP

− extracting contacts
• MAP

− extracting messages (Car kit profile)
• SAP

− full access to the SIM card (Car kit profile) 
− Used in older cars

• FTP 
− file transfer 

• HID
− Human interface devices such as Keyboard, pointers, etc.

• Object Push, SPP and others

Icons used on this slide are taken from icon8.com



II - Bluetooth Security Model - Capabilities
 

Images taken from https://unsplash.com/license 

https://unsplash.com/license


II - Bluetooth Security Model
 
• “Everything or Nothing” 
• Pairing modes

− Legacy pairing
− No SSP and SC

− Just works
− NiNo MitM

− Passkey Entry
− Method Confusion MitM

− Numeric Comparison
− The only secure option*

SSP - Secure simple pairing. SC - Secure Connections. * - Idea - method confusion attack on DisplayYesNo cap with Legacy Pairing instead of Passkey  
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II - Bluetooth Security Model
 
• “Everything or Nothing” 
• Pairing modes

− Legacy pairing
− No SSP and SC

− Just works
− NiNo MitM

− Passkey Entry
− Method Confusion MitM

− Numeric Comparison
− The only secure option*

• Once established there is no difference for profiles whether the secure pairing mode was used or not

SSP - Secure simple pairing. SC - Secure Connections. * - Idea - method confusion attack on DisplayYesNo cap with Legacy Pairing instead of Passkey  



II - Previous Research
 
• We found more than 108 attacks on 

Bluetooth standards (March 2024)
• 647 CVEs related to Bluetooth 

devices1 as of 2022

1. SANS a Survey of Bluetooth Vulnerabilities Trends.     2. https://ieeexplore.ieee.org/document/10179358 3. https://github.com/TylerTucker/BluesClues 

Source: SANS a Survey of Bluetooth Vulnerabilities Trends

https://ieeexplore.ieee.org/document/10179358
https://github.com/TylerTucker/BluesClues


Challenges



III - BlueToolkit Why
 
• Bluetooth testing comes with hurdles such as:

− No common database of vulnerabilities
− No vulnerability testing framework 
− Finding and reconstructing PoCs from minimal public information including 

specification.
− Some PoCs are based on older hardware.

• Opportunities:
− Some manufacturers might not do regression testing because of the lack of PoC or 

indicators.

• Remaining issues:
− Unpredictable issues with Bluetooth stack (Host or Controller)
− DoS attacks might be very powerful especially with vehicles.
− Generally impossible to fix some of the vulnerabilities without a recall (found in a 

specification)



III - BlueToolkit Why
 

1. https://blog.talosintelligence.com/content/files/2023/12/2023_Talos_Year_In_Review.pdf  

https://blog.talosintelligence.com/content/files/2023/12/2023_Talos_Year_In_Review.pdf


Cars lag in adoption of the newest BT standards
 

Mean - 7 years, Average - 7 years. Min - 3 years, Max - 11 years. Std = 1.5 years
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BlueToolkit - what
 
• Extensible Bluetooth Classic Vulnerability 

testing framework that helps uncover old and 
new vulnerabilities in Bluetooth-enabled 
devices.

• Think - nuclei for Bluetooth

• Useful for security and quality assurance. 
Could be used in procurement.

• Automates and scales security research

• At least 65 vulnerabilities discovered

https://github.com/sgxgsx/BlueToolkit





III - BlueToolkit - How
 

YAML Exploit 
Collection Actual Exploits

Engine1. E
xecute exploits

7. R
eport b

ack

3. Check pairability and availability2. Load
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xe
cu

te

5. Exploit # executes

6. Assess pairability after 60s if the 
exploit is of DoS type

Tester

Devices

• Wrapper around recon and exploitation
• 44+ known vulnerabilities (3 were novel as of 

aug 2023)



Methodology



IV - Setting up 

• Ubuntu-based laptop or VM

• USB cables C/Micro USB

• ESP-WROVER-KIT-VE -> $50

• Nexus 5 phone -> CYW20735 -> $50

• Ubertooth and USRP B210 (might be 
skipped)

• Additional hardware



Discovering MAC addresses

• For our own tests

− Run bluetoothctl

− Ensure that IVI is waiting for pairing

• In case of the simulated* attack:

− The 1st technique will work for some cars 
(always pairable and discoverable)

− More costly solution is to use Blue’s 
Clues12 attack (needs Ubertooth and 
USRP B210) but will discover full MAC 
addresses even if the device is in 
non-discoverable mode. 

1. https://ieeexplore.ieee.org/document/10179358 2. https://github.com/TylerTucker/BluesClues 

https://ieeexplore.ieee.org/document/10179358
https://github.com/TylerTucker/BluesClues


Recon

• Collect more general information on the target

− Device name

− manufacturer

− LMP features (supported features)

− SDP information (services)

• With some devices you need to pair first to get SDP info

− Tesla Model Y ~(version) Bluetooth stack crashes on this command -_-

=



Recon



Sniffing

• Difficult and costly to sniff Bluetooth Classic

• Impractical due to encryption deployment since 
2013 

• If you want to dump on LMP level

− use 

• What you actually might need:

− is to dump traffic between you and your 
test device (only on HCI level)

− You can produce a log on a target device 
too



Testing for known vulnerabilities or regression testing

• BlueToolkit is your helper!

• 44 tests in total (6 are manual)

• Simply run all available to you exploits with 
the following command.

• Observe the output and look at the IVI



Testing for known vulnerabilities 

• 2 options: accept or decline (try both)



Testing for known vulnerabilities 

• If you see smth like this - either there is a deadlock or device DoS itself.

• You can try to “continue” and check the availability and pairability again. 



Testing for known vulnerabilities 



Testing for known vulnerabilities 

• Once done:

− Add hardware

− ESP-WROVER-KIT-VE

■ DoS attacks

−  Nexus 5 phone

■ Internalblue attacks

− Other hardware could be available once 
added



Testing for known vulnerabilities ESP-WROVER-KIT-VE 

• Enables us to run 22 tests

• You need to setup it on the first run (automated3 for you)

• Not all tests are described as ones leading to 
vulnerabilities as per Braktooth1,2 authors 

• You don’t need to pair on your target device while testing

1. https://asset-group.github.io/disclosures/braktooth/  2. https://github.com/Matheus-Garbelini/braktooth_esp32_bluetooth_classic_attacks 3. https://github.com/sgxgsx/BlueToolkit/wiki/Using-hardware%E2%80%90based-exploits#braktooth 

https://asset-group.github.io/disclosures/braktooth/
https://github.com/Matheus-Garbelini/braktooth_esp32_bluetooth_classic_attacks
https://github.com/sgxgsx/BlueToolkit/wiki/Using-hardware%E2%80%90based-exploits#braktooth


Testing for known vulnerabilities Nexus 5 

• Enables us to run 5 tests

• Setup is a bit more challenging

− Root the phone and follow Internalblue 
instructions

• Install helper Android tool

1. https://github.com/sgxgsx/BlueToolkit/wiki/Using-hardware%E2%80%90based-exploits#internalblue 2. https://github.com/seemoo-lab/internalblue/blob/master/doc/android.md 

https://github.com/sgxgsx/BlueToolkit/wiki/Using-hardware%E2%80%90based-exploits#internalblue
https://github.com/seemoo-lab/internalblue/blob/master/doc/android.md


Testing for known vulnerabilities - report

• You might need to take notes during the tests, just in 
case the tool reports false positives (DoS)

− In the end it’s a PoC 

1. https://asset-group.github.io/disclosures/braktooth/  2. https://github.com/Matheus-Garbelini/braktooth_esp32_bluetooth_classic_attacks

https://asset-group.github.io/disclosures/braktooth/


Looking for design- and state-based vulnerabilities

• MitM or BAC issues

• Idea: 

− MitM: Look for vulnerabilities that allow you to 
connect to a target device without a confirmation 
or with a predictable confirmation

− BAC: Look for vulnerabilities that assume you are 
authorized to get a specific functionality on a 
target device

1. https://asset-group.github.io/disclosures/braktooth/  2. https://github.com/Matheus-Garbelini/braktooth_esp32_bluetooth_classic_attacks

https://asset-group.github.io/disclosures/braktooth/


Looking for design- and state-based vulnerabilities: MitM

• Change your device type

• Change your device capabilities

• Simply look for a violation of a specification

1. https://asset-group.github.io/disclosures/braktooth/  2. https://github.com/Matheus-Garbelini/braktooth_esp32_bluetooth_classic_attacks

https://asset-group.github.io/disclosures/braktooth/


Looking for design- and state-based vulnerabilities: MitM

• + Force legacy pairing (4 digit static number)

− Doesn’t always work. Probably there is a race 
condition that allows us to turn off SC and SSP 

− Should work on older devices



Looking for design- and state-based vulnerabilities: MitM Example



Looking for design- and state-based vulnerabilities: BAC

• Change your device type as in a previous slide

• Change your MAC address

1. https://asset-group.github.io/disclosures/braktooth/  2. https://github.com/Matheus-Garbelini/braktooth_esp32_bluetooth_classic_attacks

https://asset-group.github.io/disclosures/braktooth/


Looking for design- and state-based vulnerabilities: BAC



Troubleshooting problems and some tips

• BlueZ doesn’t see a MAC address or (loses it)

• Making sure that we don’t have an established pairing to a target device (delete an LTK/LinkKey)

− Or you want to extract an LTK



Testing Profiles

• All cars have:

− A2DP, AVCTP, AVDTP

− HFP

− PBAP (client)

− MAP (Notification service)

• Older vehicles also have

− SAP

− Object push profile

− FTP

• Apart from implementation we can test how these profiles save data and whether we can 
retrieve it without knowing LTK. Think about BAC

• FTP and Object push profile are of high interest for older vehicles 

− might get you access to a file system or RCE



Redeveloping CVEs

• Why

− If a vulnerability has been found in one stack it might come up in another one. (BlueZ of particular 
interest)

• Where to find CVEs:

− https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=bluetooth

− https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=bluez 

• Where to find new attacks on Bluetooth itself:

− Papers & Conf: ACM, IEEE SP, Blackhat, usenix, NDSS, Google scholar

− Github, Google, Bing, … 

− https://darkmentor.com/bt.html - Great resource and timeline

− https://github.com/sgxgsx/BlueToolkit - Description also has a table with other BLE and BT 
vulnerabilities

• Add your 1-days to BlueToolkit so that others can test them too!

− Reach out to me and I can help writing a YAML profile

https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=bluetooth
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=bluez
https://darkmentor.com/bt.html
https://github.com/sgxgsx/BlueToolkit


Extra mile

• CTKD (Cross transport key derivation)

− you may impact Bluetooth Classic via an attack on BLE e.g. get a LTK for BLE connection and then 
rewrite link key for Bluetooth Classic one to establish MitM

− https://github.com/francozappa/blur 

• Fuzzing 

− https://github.com/Matheus-Garbelini/braktooth_esp32_bluetooth_classic_attacks 

− Can use it similar to Internalblue for your attacks.

• Documentation & Specification

− https://www.bluetooth.com/specifications/specs/ 

− It’s not that big and you don’t need to read 3000+ pages. Get the basics and then review what you 
are interested in

■ Same approach as in Code review (instead of `grep` we have Ctrl+F)

https://github.com/francozappa/blur
https://github.com/Matheus-Garbelini/braktooth_esp32_bluetooth_classic_attacks
https://www.bluetooth.com/specifications/specs/


Extra mile

• Implementation-specific

− IoT hacking

■ https://www.youtube.com/watch?app=desktop&v=YPcOwKtRuDQ 

− Reverse Engineering and Binary exploitation (ideally)

■ from hardcoded keys to buffer and heap overflows

https://www.youtube.com/watch?app=desktop&v=YPcOwKtRuDQ


Understand Impact



DoS = MitM
1. Selective Jamming

DoS Exploit

I am a car (BT MAC)

Connect to a car

I am a victim

I am a car

Connect

Connect

3. DoS and advertise as a car2. Pre-commit with different MAC addr. 
Or exploit other MitM vulnerabilities

Jam

I am a car (BT MAC)

Renegotiate LTK

Link key is renegotiated after 2-3 failed attempts.



MitM = High Severity attack
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MitM = High Severity Attack - Example

• Exploits typical to cars functionality

• Adversaries may spoof the MAC address of an already connected device or simply connect to a 
device and get access to SMS messages

− Hijack account

− Leak OTPs, etc.

• Might remain after it will be hardened in Android, Apple - ???* - not going to fix a 1-click attack

− Why? - if an adversary controls IVI they may already have access to MAP

− If they control Bluetooth link (MitM) they may try to get access to MAP

• For more information:

− https://www.youtube.com/watch?v=JL7a_oLoXHY 

https://www.youtube.com/watch?v=JL7a_oLoXHY




Physical attacks matter in vehicle security 

• Is hijacking a car a 6.4 or 6.8 medium vulnerability?

• Be careful with CVSS when evaluating vulns in car context.



Going beyond
 
• BlueToolkit and techniques shown can 

of course be used for any Bluetooth 
(Classic) system

• We also tried it out on CYD avionics lab 
with real aircraft hardware 



Conclusion

• Doing security research into cars is not that hard

− Use your existing specialization or learn a new one 

• Report to

− Bug Bounty Programs, Pwn2Own, etc.

− Directly to a manufacturer 

− National CERTs

• Why 

− Harvest CVEs

− Get rewards



Q&A

https://github.com/sgxgsx


