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= Phishing Simulations
- Phishing Button %\\ s A
= Phishing Response Service CEE % E E

= Penetrationtests
= |nternal / External
= Web-Applications
= Audits
= Ransomware Readiness
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Qoops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service

Hayment | be raised
: ' Can I Recover My Files?

SN2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Lok You can decrypt some of your files for free. Try now by clicking <Decrypt>

o 5 L But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled
Also, if you don't pay in 7 days, you won't be able to recover your files forever

We will have free events for users who are so poor that they couldn’t pay in 6 months

How Do | Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>

And send the correct amount to the address specified in this window

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
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No encryption but exfiltration of data E@

Important Company Secrets, Customer Datﬁ.

User Data etc. /\/' Eﬂ

Pay or release the information

Ransom with Cryptocurrency B

=» First Ransomware & then Extortion?
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IT

Ransomware

INSIDEIT INSERIEREN

Ransomware-Report: Schweizer Angriffe April 2021
bis Mai 2022

Von Philipp Anz, Thomas Schwendener, 23. Mai 2022 um 14:51

Mai 2022

Arztpraxis Appenzell: Hacker veréffentlichen erneut sensible Schweizer
Gesundheitsdaten

M&R Spedag Group: Grosser Schweizer Logistiker gehackt
April 2022

Zircher Kleinfirma: Darum kam es in Zirich trotz mehrfacher Warnung zum
Ransomware-Vorfall

Marz 2022
Neuenburger Arztpraxen: Gehackte Arztpraxen - jetzt wird das Ausmass klar

Alterszentrum Dreilinden: Lockbit-Bande greift Innerschweizer Alterszentrum
an

Migros: Migros-ClO bestatigt Ransomware-Angriff

Wimmog: Ransomware-Bande nennt gleich zwei neue Schweizer Opfer
Kitas EFAJE: Cyberkriminelle greifen Schweizer Kita-Verband an
Februar 2022

Universitat Neuenburg: Nach Cyberangriff - Universitit Neuenburg bestatigt
Datenabfluss

Swissport: Swissport-Angreifer verdffentlichen Daten

advact AG, Aarbergergasse 20, 3011 Bern
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Facts & Figures advact
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> 600M payed in Cryptocurrency 2021

A,
[e ]

180M only from Conti — RaaS

Ransom range 10K — Millions

~ 45% Swiss Companys ever were Ransomwared

On Average 1.4M CHF total costs (CH)

32% payed the ransom (Worldwide)
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ATTACK FLOW

IMPACT

THE UGLY
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Cyber Kill Chain® advact
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000

9
)

Gatherdataand Craft Payload sent Compromise Install malware, Navigate internal Ultimate goals
intelligence on malicious to target system obtain network and achieved
target payload, use (phishing) credentialsand setup command

organization exploits for establish and control

vulnerabilities backdoors.
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HOW TO PREPARE?

HOW TO REACT?

THE «GOOD»
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The «good» advact
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= Nothing really «good» about Ransomware...
= Companies have to prepare for Cyber Security Incidents

= Preparation helps for general IT & IT-Security
emergencies

= «Prepare for the worst, hope for the best...»

= Get help from external Security Professionals
Hint: No, it is (usually) not your IT Provider @

Cyber Security Industry
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NIST — Cybersecurity Framework advact
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CYBERSECURITY
FRAMEWORK
VERSION 1.1
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& Identify what to protect?

LJ& All «classic» Security Controls like FW, AV, Proxy etc.

Management
£ Communication with Customers
Third-Party (Press? ©)
rf@? Digital Forensic & Incident Response (DFIR) Service

71 Monitoring

A\ Crisis Management in General / Excercise
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= All «<new» Security Controls like EDR, NDR, SIEM, SOC
etc.

= |nvolve Police and National Cyber Security Center
(NCSC)

= |nvolve Data Privacy Officer of your canton?
= Think about your Compliance
= Data Privacy Law
= GDPR
= Out-of-band communication
= Digital Forensic & Incident Response (DFIR) Service
= Monitoring
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= Recovery of Backup
= What data/time/dependecy do we have?
= Where to backup? Online/Offline/Cloud
= [mmutable Backups?
= Protected if attacker has domain admin privileges
= Testing

= Digital Forensic & Incident Response (DFIR) Service
= Regular exercise the restore
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Ja  Additional Informaiton: Informationen fur Private
=  (admin.ch)

2 Report Incident:
% https://www.report.ncsc.admin.ch/de/chat

.Qp Your local Police

P NoMoreRansom: https://www.nomoreransom.org/
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https://www.ncsc.admin.ch/ncsc/de/home/infos-fuer/infos-private.html
https://www.ncsc.admin.ch/ncsc/de/home/infos-fuer/infos-private.html
https://www.report.ncsc.admin.ch/de/chat
https://www.nomoreransom.org/de/index.html
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SUMMARY & QUESTIONS
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Summary advact

advise & act

= Prepare on a technical, organizational and procedural
level

= Regularly exercise the emergency

= Use a Security Professionals for Pentesting your
Environment

= Internal & External Penetrationtest

= Use Security Best Practices

= Awareness of Users
= Especially Mail (Attachements / Links / Phishing...)
= Communication on LinkedIn/XING etc.
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Alain Keller

Security Consultant
Penetrationtester

alain.keller@advact.c
h
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= https://www.inside-it.ch/ransomware-report-schweizer-angriffe-
april-2021-bis-mai-2022-20220523

=  https://go.chainalysis.com/rs/503-FAP-074/images/Crypto-Crime-
Report-2022.pdf

« https://assets.sophos.com/X24WTUEQ/at/k4qjgs73jk9256hffhgsmf/
sophos-state-of-ransomware-2021-wp.pdf?cmp=120469

= https://www.washingtonpost.com/politics/2022/03/18/11-big-
takeaways-conti-ransomware-leaks/

= Pictures: https://www.techtag.de/it-und-hightech/it-security/cyber-
kill-chain-it-infrastruktur/attachment/traditional-cyber-kill-chain/
Pictures: https://www.nist.gov/cyberframework
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